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Y|y�¹Z¿�Ä] 

ÊËZÀ�M Z] ½Y�ËY�{�Y|¿Zf�Y�Ê¸»�½Z»�Z� 

È��R» {�Y|¿Zf�Y Á cZ¬Ì¬ve Êf À� ½Y�ËY Ä] \mÂ» |À] �®/Ë �Ç{Z/»� �½Â¿Z/« �sÔ/�Y �¾Ì¿YÂ/« Á �cY��/¬» �È/��R» �{�Y|¿Zf/�Y �Á
cZ¬Ì¬ve Êf À� ,½Y�ËY [Â�» ¾¼Æ] ÃZ» ���� ZÆÀe �m�» Ê¼�� �Â�¯ d�Y Ä¯ Ä¨Ì�Á ,¾ÌÌ e ¾ËÁ|e Á ��/�¿ ��ÉZÅ{�Y|¿Zf/�Y

�Ê¸»�Ê¼����½Y�ËY Y� Ä] Ã|Æ� {�Y{.� 

�Y{Y�Ê·Z��ÉY�Â��Ä�¸m�¾Ì»Á{�Á�ÃZnÀa�Á�|�°Ë�\mÂ»�Ä]�½Y�ËY�Êf À��cZ¬Ì¬ve�Á�{�Y|¿Zf�Y�Ä��Â»�¹Z¿��w�Â/»�É��
�
�����Ä/]
�Ã�Z¼��Ä»Z¿�Ê��Á��ÌÌ¤e�½Y�ËY�{�Y|¿Zf�Y�Ê¸»�½Z»�Z������
�����w�Â»��
�
����d�Y�Ã|��¡Ô]Y�Y�mY��dÆm����

¾ËÁ|e {�Y|¿Zf�Y �{ Ã�Âu ÉZÅ ¦¸fz» �{ ½ÂÌ�Ì¼¯ ÉZÅ ÊÀ§ \¯�» �Y ,�½Z»�Z��½Z�ZÀ��Z¯ \uZ� ½Y��¿ �¯Y�» Á ��cZ/��R»
,Ê¼¸� ,Ê�ÅÁ�a É|Ì·Âe Á É{Z�f«Y ÃZ³M Á �^e�» ¹Zn¿Y Ê» {Â� Ê��Â¯Á ¹Z´¼Å Z] t·Z�» Ê¸» Á Z] ÄmÂe �ËY���Ä] ��,É|/Ì·Âe
É�ÁZÀ§ Á É�Zne d�Y �Ä/¯ �Y �d¯�Z/�» �Ä/¿ZÅZ³M Á �È¿Z¨/�À» �½Z^uZ/� �ª/u Á �,�/¨¿ �¶»Z/� �,½Z³|/ÀÀ¯|Ì·Âe �¥�/�»��,½Z³|/ÀÀ¯

½Z³|ÀÀ¯�{Z� Á {�YÁ ,½Z³|ÀÀ¯ �¯Y�» Ê¼¸� Á ,Ê��ze ,ZÅ{ZÆ¿ ½Z»�Z� ÉZÅ Êf·Á{ Á �Ì£ Êf·Á{ ¶�Zu Ê» {Â�. �Ìa ���ËÂ/¿
ÉZÅ{�Y|¿Zf�Y Ê¸» ½Y�ËY ÉY�] ÊÅYÂy��¿ Ä] �mY�» É} �¨¿ Á ÉZ��Y ½ÂÌ�Ì¼¯ ÉZÅ �Ê/À§ ��Â/]�» �µZ/��Y �Ê/»�{Â/� Á ��/a ��Y

d§ZË�{ ZÅ��¿ Á ZÅ{ZÆÀ�Ìa �{ ÈfÌ¼¯ Ê¸» �^e�» Z] ½M Äf�� s�� Á �{ c�Â� \ËÂ�e Ä] ½YÂÀ� {�Y|¿Zf�Y �Ê¸»�Ê¼��� ��½Y�/ËY
_Zq Á ��fÀ» Ê» {Â�.��
�Ìa �ËÂ¿ ÊËZÅ{�Y|¿Zf�Y Ä¯ cZ��R» Á ½Z»�Z� ÉZÅ Ä«Ô� |À» Á É} sÔ� �Ì¿ Z] dËZ�� �]YÂ� ¾ÌÌ e Ã|� ÄÌÆe Ê» ��|/ÀÀ¯

ÈfÌ¼¯�{ Ê¸» s�� Á Ê���] Á c�Â��{ ,\ËÂ�e Ä] �½YÂ/À� �{�Y|¿Zf/�Y �Ê/¸» �½Y�/ËY �_Z/q Á ��/�fÀ» �Ê/» �{Â/�. ���,\/Ìe�e�¾Ë|/]
ÊËZÅ{�Y|¿Zf�Y Ê¸» Ê¬¸e Ê» |¿Â� Ä¯ �] �Z�Y {Z¨» Äf�Â¿ Ã|� �{ {�Y|¿Zf�Y Ê¸» �½Y�/ËY �Ç�Z¼/� � �¾ËÁ|/e Á �{ �È/fÌ¼¯ ��Ê/¸»

{�Y|¿Zf�Y Ä¯��Â]�» ¶Ì°�e�½Y�ËY�{�Y|¿Zf�Y�Ê¸»�½Z»�Z� Ê»|Å{ Ä] \ËÂ�e Ã|Ì�� |�Z].��
{�Y|¿Zf�Y�Ê¸»�½Z»�Z� ½Y�ËY �Y ÉZ��Y Ê¸�Y ½Z»�Z� �¾Ì/] �Ê/¸¸¼·Y ��{�Y|¿Zf/�Y(ISO)���½ÂÌ/�Ì¼¯, �¾Ì/] ���®/ÌÀ°eÁ�f°·Y�Ê/¸¸¼·Y

�(IEC)�Á ½Z»�Z� ¾Ì] Ê¸¸¼·Y Ã�Y|¿Y Ê�ZÀ� Ê¿Â¿Z«��(OIML)��d/�Y Á ��½YÂ/À��Ä/] �Z/ÆÀe ��/]Y�� �½ÂÌ/�Ì¼¯ ���ÊËY~/£��¯|/¯ 
�(CAC)��{ �Â�¯ dÌ·Z § Ê» |À¯.��{ ¾ËÁ|e ÉZÅ{�Y|¿Zf�Y Ê¸» ½Y�ËY ¾¼� ÄmÂe Ä] �ËY�� Ê¸¯ Á �É|/À»�ZÌ¿ �ÉZ/Å ��Z/y 

,��Â�¯ �Y ¾Ë�yM ÉZÅ�d§��Ìa ,Ê¼¸� ÊÀ§ Á Êf À� ½ZÆm Á ÉZÅ{�Y|¿Zf�Y ¾Ì]�Ê¸¸¼·Y Ã�Æ]É�Ì³ Ê»{Â�. ��
Ê»�½Y�ËY�{�Y|¿Zf�Y�Ê¸»�½Z»�Z� |¿YÂe Z] dËZ�� ¾Ë�YÂ» �Ìa ÊÀÌ] Ã|� �{ �,½Â¿Z/« �ÉY�/] �d/ËZ¼u �Y �¥�/�» ���/¨u�,½Z³|/ÀÀ¯ 

d»Ô� Á ÊÀ¼ËY É{�§ Á ,Ê»Â¼� µÂ�u ½ZÀÌ¼�Y �Y dÌ¨Ì¯ cÓÂ�v» Á cZ�uÔ» d�Ë� Ê�Ìv» Á ,É{Z�f«Y Ê� ]�ÉY�mY �Y 

ÉZÅ{�Y|¿Zf�Y Ê¸» ½Y�ËY Y� ÉY�] cÓÂ�v» É|Ì·Âe ¶yY{ �Â�¯ Á/ZË ¹Ô«Y ,ÊeY{�YÁ Z] \ËÂ�e ÉY�Â� Ê·Z� ��É�Z/^mY�,{�Y|¿Zf/�Y 

|ËZ¼¿�� ½Z»�Z� Ê» |¿YÂe Ä] �Â�À» �¨u ÉZÅ�Y�Z] ¾Ì] Ê¸¸¼·Y ÉY�] �cÓÂ/�v» �,�Â/�¯ �ÉY�/mY �{�Y|¿Zf/�Y �ÉZ/ÅÓZ¯ �ÊeY�{Z/� �Á
Äm�{É|À] ½M Y� É�Z^mY |ËZ¼¿�� ¾ÌÀr¼Å ÉY�] ½ZÀÌ¼�Y ½|Ì�z] Ä] Ã{Z¨f�Y ½Z³|ÀÀ¯ �Y cZ»|y ZÅ�½Z»�Z� Á cZ��R» µZ § 

ÈÀÌ»���{ ,Ã�ÁZ�» ,��Â»M ,Ê���Z] É�Ì¼» Á ÊÅYÂ³�Á|� ºf�Ì� ÉZÅ dË�Ë|» dÌ¨Ì¯ Á dË�Ë|» d�Ë�,Ê�Ìv» ÃZ´�ËZ»�M ZÅ 

�¯Y�»�Á �½ÂÌ�Y�^Ì·Z¯�ÊnÀ�YÁ� ¶ËZ�Á ,�nÀ� �½Z»�Z�½Y�ËY�{�Y|¿Zf�Y�Ê¸» ¾ËY Ä¿Â³ ½Z»�Z� ZÅ Á cZ��R» Y� �] �Z�Y �]YÂ� 

¹Z�¿ dÌuÔ��|ÌËPe ½Y�ËY Ê]ZË��Y Ê» |À¯ Á �{ c�Â� �Y�uY �ËY�� ,¹�Ó È»ZÀÌÅYÂ³ |ÌËPe dÌuÔ� Ä] ½M ZÅ Z��Y Á �] {�°¸¼� 

ZÅ�½M Ê»�c�Z�¿ |À¯.�lËÁ�e ÃZ´f�{ ¾Ì] Ê¸¸¼·Y ,ZÅZ°Ë �½ÂÌ�Y�^Ì·Z¯�ÊnÀ�YÁ� ¶ËZ�Á ,�nÀ� ¾ÌÌ e �ZÌ� �cY�/¸§ �Z/Æ^¿Y�³ Á 
¹Zn¿Y É{�]�Z¯�cZ¬Ì¬ve ÉY�] ÉZ¬e�Y t�� ÉZÅ{�Y|¿Zf�Y Ê¸» ½Y�ËY �Y �´Ë{ ¦ËZ�Á ¾ËY ½Z»�Z� d�Y.��

                                                 
1- International Organization for Standardization 
2 - International Electrotechnical Commission 
3-  International Organization of  Legal Metrology (Organisation Internationale de Metrologie Legale)  
4 - Contact point 
5 - Codex Alimentarius Commission 
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ÈfÌ¼¯ Ê¸» �Ä¿ZËY��{�Y|¿Zf�YÁ�M�§Á»�Ã{Y{�É�Âw�  ��
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���»Â{� �eÂ\Ë Äf§�³��Y�« ,d�Y ®ÀËY Ä] {ZÀf�Y |À] 
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ZÅ{�Y|¿Zf�Y ÄWY�Y �Â,{ ¹Z´ÀÅ |Ë|ne ��¿ �{ Ì�Ì¼¯Â½ ÊÀ§ ]�»�Â »Â{� eÂÄm �Y�« yÂ|ÅY d§�³. |ËZ]�,¾ËY�]ZÀ] 

¼ÅÂÃ�Y �Y ¾Ë�yM ��¿|Ë|ne ÉZÅ{�Y|¿Zf�Y Ê¸» Ã{Z¨f�Y {�¯.���
��^À»Á�É~yZ» Ä¯ ÉY�] ÈÌÆe ¾ËY {�Y|¿Zf�Y »Â{� Ã{Z¨f�Y �Y�« Äf§�³ Ä] s�� �Ë� d�Y: 

ISO/IEC 27000:2009, Information technology -- Security techniques -- Information security 
management systems -- Overview and vocabulary 
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½M�Ä]�Ã|��e�ZÅÂ����ZË�½ZË�f�»���¥�Â¹��|À�Z]�Ã{Z»M���

�����ZÅ{�Y|¿Zf�YÉ�¿ZyÂ�Ã{YISMS 

ZÅ{�Y|¿Zf�YÉ�¿ZyÂ�Ã{YISMS�½Z»�Z��Ä]�®¼¯�ÉY�]�¿��Å��Y�ZÅÂ��Á�Ã�Y|¿Y���À»�Ä]�,Âa��ÌÃ{Z��Z�É�Á�Ã�Æ]���É�Y{�/]
��YISMS�d�Y�Ã|��Äf§�³���¿��{��ZÅ{�Y|¿Zf�YÉ�¿ZyÂ�Ã{YISMS�ZÅ{�Y|¿Zf�Y�¶»Z�É�¾Ì]�À��Z]�,�Ë��Ê¸¸¼·YÂ�½Y
¼�Â»Ê�ZÀ§Á�É�Y�cZ�Ô��À§ÂÀ»Y�½ÌfÊ�d�Y���

B �Ã�Z¼��½Y�ËY�Ê¸»�{�Y|¿Zf�Y��������µZ�����,��Ä¿Z»Z�ZÅÉ�|»Ë�ËÀ»Y�d�/ÌY�d��cZ/�Ô� ��/»Á��
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B ISO/IEC 27003�,Z¼ÀÅY�É�Ã{ZÌaÄ¿Z»Z��É�Z���|»Ë�ËÀ»Y�dÌY�d�cZ�Ô��

                                                 
1 - Operating  
2 - International Organization for Standardization/ International Electro-technical Commission Joint Technical   

Committee 
3 - Information Security Management Systems 
4 - Assessment 
5 - Financial Information 
6 - Intellectual Property 
7 - Employee Details 
8 - Third Parties 
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B �ISO/IEC 27004|»�,Ë�ËÀ»Y�dÌY�d�cZ�Ô���nÀ� 

B ISO/IEC 27005:2008|»�,Ë�ËZz»�d�À»Y�cY�ÌY�d�cZ�Ô 
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|�Á³��ÂÊÅY�Ä¿Z»Z��ZÅÉ�|»Ë�ËÀ»Y�dÌY�d�cZ�Ô 
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ZÅ{�Y|¿Zf�YÉ�¾Ì]�À��¾Ì¼Å�dve�Ä¯�Ê¸¸¼·YÂ¼��½YÂ��|Àf/�Ì¿�Ê»Á��/���{Ì���ZÅ{�Y|¿Zf/�Y��Y�Êf¼/�«�µZ/u�¾É�
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B �Ã�Z¼��½Y�ËY�Ê¸»�{�Y|¿Zf�Y��������µZ�������¨¿YÂd»Ô��®ÌeZ»��|»�,Ë�ËÀ»Y�dÌY�d��cZ�Ô
��Y�Ã{Z¨f�Y�Z]�d�Y|Æ]��{ISO/IEC 27002 

����Y��Y�¥|ÅË¸»�{�Y|¿Zf�Y�¾Ê��
YË¸»�{�Y|¿Zf�Y�¾Ê�»�,Á¸¯��Ê�Ä¿Z»Z���]�ZÅÉ�|»Ë�ËÀ»Y�dÌY�d�»�Ä¯�cZ�ÔÂ�ÂZÅ{�Y|¿Zf�Y��É�¿ZyÂ�Ã{YISMS�

Ê»�¶°��Y��ÄWY�Y�,|ÀÅ{Á��Y�^e�»�cZuÔ��� e�Y�ËÊ»�¦|À¯���
M{ZËÁÉ������a��{ÌÂ´q�,¦·Y�d�Âe�Ê´¿Â�cZ»Y�·Y�¦Ì�Á
ËZÅ{�Y|¿Zf�Y�Z¼ÀÅY��ZÉ�¿ZyÂ�Ã{YISMS�d�Y�Ã|���z�»���

ZÅ{�Y|¿Zf�YÉ�¿ZyÂ�Ã{YISMS�ZÅ{�Y|¿Zf�Y�¶»Z�ÊË�Ä¯�d�Y���
¦·Y���ÉY�]�ÊeZ»Y�·YISMS�Á�³�½Z³|ÀÀ¯�{Z�ÂÀq�ÊÅYÌÄ¿Z»Z��¾�ZÅÊË�� eË»�¦Ê�-|À¯��
[��¬f�»�Ê¿Z^Ìf�aÌ�Ê¸Ì�¨e�ÉZ¼ÀÅY��,ºÁ�
Ë��Ì�¨e�Z¯¸Ê�M�§Ë�ZÅ|ÀÁ���cZ/»Y�·Y�/�s����Y�/mY���Ê/���]����¹Y|/«Y
�PDCA����»�ºÅY�§�Y�Ê�¯À-|��
_��Z¼ÀÅY�Ë�ÉY�]�ÊISMS�Ê»�½Z�¿�Y���Zy��z]��Å��{�-|Å{Á��
c���Ä]Ê]ZÌ���Y�¿Y�©Z^���ISMS��Ê»�{�Y{�a���

                                                 
Î ���ŵŹřŶƳŚŤſř�ƩŵŚƘƯISO/IEC 27004��ƵŹŚưƃ�Ʊřźƿř�ƾƬƯ�ŵŹřŶƳŚŤſřæéåîë�ƩŚſ�æèíî�Ţſř�ŵƺūƺƯ��
Ï ���ŵŹřŶƳŚŤſř�ƩŵŚƘƯISO/IEC 27007��ƵŹŚưƃ�Ʊřźƿř�ƾƬƯ�ŵŹřŶƳŚŤſřçìååì��ƩŚſæèîæ�Ţſř�ŵƺūƺƯ��

3 -�ISO/IEC JTC 1 
4 - ISO 27799:2008 
5 - Health Informatics 
6 - Plan-Do-Check-Act 
7 - Conformity Assessment 
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����Y��cZuÔÁ��Z eË¦��
Y��{Ë�Y�,{�Y|¿Zf�Y�¾��cZuÔÁ��Z eË��¦ËÄ]���¯��ZÊ»��Á{����
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����{�YË¾�{�Y|¿Zf�Y�¸»Ê��mY�»�»Y�·YÊ�§� »Ê�Ã|�¿�d�Y� 

2 - Destroy 
3 - Expose 
4 - Alter 
5 - Disable 
6 - Steal 
7 - Unauthorized Access 
8 - Asset 



Ï 

��

ÃZ´¿M�Ä¸¼u��Y�d�e�Z^����y��� »��{�,\Ë�ze�dÆm�Ê�Ôe�eZ¿�,ÊÅ{�Y|�Å�,½{Y{��Y�«��Â���Ê/��f�{�Z/Ë�d«���,É�Z��½Y
�Zn»��Ì£��Ã{Z¨f�Y�ZË�Zn»��Ì£�Y�]�Ä¯�Är¿M��ÅÉ�|�Z]����Y�ÉY�Y{�½Z»�Z�.��

����� �

��f�{�µ�fÀ¯Ê��
Y���f�{��Y�½ZÀÌ¼Ê��Ä]ÊËY�Y{ZÅ������ ��Ä]Â��Zn»�c�Á�|v»Á��À»Y�cZ/»Y�·Y��Z/�Y��]�{Ì��Ê/fÁ���cZ/»Y�·Y

�\�¯Á��Z¯����

������

x�Za�³ÂÊË�� �
dÌ·ÂX�»���Å�Zf�Å��cZ»Y|«Y�µZ^«��{Á�¼�eÌ�eZ¼���

������
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¦·Y��Y�cZ�Ô�������-��
[��Ä»Z¿�]�|À¿Z»�,�Y�§Y�¹�¿�Ä¿ZËY��É-ÉY��
_��§�ÊËY�Y{Ì�Ë°Ê-Ä¿ZËY��|À¿Z»�, 

c��-cZ»|y��
g��dÌuÔ��,{Y�§Y�c�ZÆ»�,ZÅ��ZÅÁ�½M�[�Zne�-ZÅ��
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1 - Business 
2 - Accountability 
3 - Intangibles 
4 - Image 
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1 - Authentication 
2 - Authenticity 
3 -�Availability 
4 -�Business continuity  
5 -�Process  
6 - Procedures 
7 - Confidentiality 
8 - Control 
9 - Risk 
10 - Policies 
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1 - Guidelines 
2 - Safeguard 
3 - Countermeasure 
4 - Control Objective 
5 - Corrective Action 
6 - Effectiveness 
7 - Event 
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1 - Guideline 
2 - Impact 
3 - Information Asset 
4 - Information Security 
5 - Integrity 
6 - Non-repudiation 
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1 - Incident 
2�- Detection 
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1 - Preventive Action 
2 -�Procedure  
3 - Carry out 
4 - Record 
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1 - Reliability 
2 - Risk treatment  
3 - Risk communication  
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1 - Risk Estimation 
2 - Risk Management 
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1 - Sabotage  
2 - Vandalism  
3 - Denial of Service  
4 - Enabler  
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�Ze�c���Ä]Â�Y|»��ÁZ�ZÀ��dÆm�¹ÊË�¤eÌÌ��Zz»��{��cY�ËZÅ{�^ÅY���{�ZÉ��½Z»�Z�Ë�¥Y|ÅY�Z��Z/¯�Á�\�¯�

���Y�°eÂ{���

�������À»Y�cZ»Y�·Y�ÊËZ�ZÀ�ÌY�d�cZ�Ô��
À»Y�cZ»Y�·YÌY�d�Ê»�Y��cZ�Ô�eÂ|v»��{�½YÁÃ{�¸¯�{�^ÅY��ÉÊ�Á��\�¯�¥Y|ÅYÁ��Ã�Y|¿Y�,½Z»�Z���Z¯Á��Ã�f�³

§Y�¤mÌZÊË�»�­�{�Z]�,½MÂ��{�YËZ�ZÀ���ÊË�{�¯���
¦·Y��ÊËY�Y{�ZÅÉ�Y�eZ�ÔÊ�Z�ZÀ�ÊË��Ã|�Á�½M����Y�-ZÅ��
[��\�¯�ÉZÅ�ZÌ¿��ÁY�]��Z¯É�y}Ì�Z��Ã�É�Á�Y���Y{�a��-cZ�ÔÁ��
_���cZ»Y�·Y¿Z«Â¿ÊcY��¬»�,�ºÌ�Àe�Ã|��Á�{Y{�Y�«É���

Ê]ZÌ���Y��Á�Zz»�|À»��cY�^e�»����Ê/ËY�Y{�Z/]��Z/ÅÉ�Y��eZ/�ÔÊ���¶»Z/��,½Z»�Z/����¶/Ì¸ve|Æe�/ËZÅ|���Ä/Ì¸�
ÊËY�Y{�ZÅÉ�Y�eZ�ÔÊ�M�-Ì\�~aË�ÉZÅ��Á���{�|Ë|Æe�ª¬ve�µZ¼fuY»Â�{�ÊËY�Y{�ZÅÉ�Y�eZ�ÔÊ�-Á���iY�¬·Z/]ÂÃ��É
��Å�{Y|y�À»YÌY�d��]�cZ�Ô�ÊËY�Y{�ZÅÉ�Y�eZ�ÔÊ�d�Y��Ê»��Z�f¿Y��{Á��ÅË�ÄÀµ�fÀ¯��Z/ÅÉ�À»YÌ�/fÊ��/]�»�Â�

�Z]�\�ZÀf»��iY�Â�e�¶]Z«���Y�ª¬veZz»��Ã��\�¯��]�Á�|�Z]��Z¯���

�������Ê]ZÌ���Y�Zz»��cY�À»YÌY�d�cZ�Ô��
|»Ë�ËZz»�d��cY�À»YÌY�d��cZ�Ô��Ä]Á�ÉY�]�\�ZÀ»�Ê�Ê]ZÌ���Y�Á���]��Z��¥�É�Zz»��Ä¯�{�Y{��ZÌ¿�Ã�
¼»°M�]�¶»Z��d�Y�¾Á�Å�{�ËÄÀ�ZÅÁ��§ZÀ»¿Z«�cZ»Y�·Y�,Â¿Ê�,�Ä/^Àm��ÉZ/Å���Z/¼fmYÊ�{Z/�f«Y�,É�Á�v»Ì�/�Ê�,

Äf�YÂy�ÉZÅ���¿�{�Â»�É}Y�,½Z ¨¿Á·ÂËd�ZÅÁ�Z�Ë��Á�Á{É�ZÅÁ�¤f»Ì�\�ZÀf»�ÉZÅ��|/�Z]���Z/f¿Ë�l�Ê]ZÌ/���Y�
Zz»�À»Y�Ã�ÌY�d��cZ�ÔÄ]��ÊËZ¼ÀÅY�Á�¾ÌÌ e�ÊfË�Ë|»�cZ¼Ì¼�e�\�ZÀ»�ÉY�]��Z��¥���]É���Â/�À»�Ä]�,
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¹Zn¿Y�½{Y{�Á�·YÂËd�Zz»�dË�Ë|»�É|À]�Y�dÌÀ»Y�cY���cZ�ÔÁ�Ã{ZÌa��É�Z�µ�fÀ¯��ÉY�]�\�ZÀ»�ÊfÌÀ»Y�ÉZÅ
Zz»�¾ËY��]Y�]��{�d�Z¨u��cY�y�®¼¯Â{�¯�|ÅY��dËY|Å�Y�]�¹�ÓÉ��|/»Ë�Ë�Z/z»�d�À»Y�Ã��/ÌY�d���,cZ/�Ô

e�¶»Z�Â�ÌÄ��ÉZÅÊ]ZÌ���Y�Zz»��,Ã���]��Z��¥�É�Zz»�Zz»���Ë~a�,Ã���,Ã�ÃZ³M�É�Z��Zz»����ËZ/a�,Ã�
Zz»��Ã�Á�É�´¿�Z]�Zz»���{�Ã�{�Y|¿Zf�Y ISO/IEC 27005�d�Y�Ã|��ºÅY�§��� �

��������[Zzf¿YÁ�aÌ�Z��Ã{ZÉ�µ�fÀ¯�ZÅÉ�À»YÌY�d�cZ�Ô��
Y��v»�Ä]Ë¾��cZ»Y�·Y�Ä¯�À»YÌY�d�Z�ZÀ��cZ�ÔÊË�Á�Zz»�À»Y�cY�ÌY�d���cZ/�Ô�/]�»�Â���Ä/]�Ê/ËY�Y{��Z/ÅÉ�

Y�eZ�ÔÊ�Z�ZÀ�ÊË��,Ã|� eÌÌ�¾Á�Ê]ZÌ���Y��¼�e�¶»Z�Ìº�É�Ì³��»��{Â�{���]��Z��¥�É�Zz»�À»Y�cY�Ì�d
Y�cZ�Ô��|Ë{�³µ�fÀ¯�,�ZÅÉ�\�ZÀ»�Y���|ËZ]�[Zzf¿YÁ�aÌÃ{Z���Z/�É��{�/¯���Y�Z/e���ÅZ/¯��Z/z»�À»Y�cY��/Ì�d
Y���Ä]�cZ�Ô�^«�¶]Z«�tÂµ�½Z»�Z��Y���¶�Zu�½ZÀÌ¼Â{��µ�fÀ¯��Ê/»�Y��ZÅ��/eÂ��Y�½Y�{�Y|¿Zf/�Y ISO/IEC 

27002�Z��,Ë¼n»��ÂÄ��ZÅÉ�·�fÀ¯Ê��\�ZÀ»Ëµ�fÀ¯�Z�ZÅÉ�|mË|É�¯�ÄZ]�\�ZÀf»���Zy�ÉZÅ�ZÌ¿��/uY�Ê�
Ã|��|¿Y�[Zzf¿Y�,¯{���µ�fÀ¯�[Zzf¿Y�ZÅÉ�À»YÌfÊ�À»Y�cZ»Y�·Y�Ä]Ì�/fÊ,���Z/z»���Ë~/a�À»Y�Ã��/ÌY�d���,cZ/�Ô
ÄÀË�³��ÉZÅ��]��Z��¥�É�Zz»��Ã�Á��Á�{�°Ë�Ê»Â/¼���/»Â�Ã{Z¨f/�Y�{�����|/»�ÉY�/]�½Z»�Z/��ÉË�Ë�Z/z»�d��Ã�

{�Y{�Ê´f�]����[Zzf¿YÁ�aÌÃ{Z��Z�É�µ�fÀ¯��ZÅ»ÊeÂ|¿Y�]�\·Z«��{Ì¿Z�/Ì�Ä¯�~/a{�]�ZË�É���/��|Àf/�»Â��Z/e�{��Ä/]
e��ªÌ^cZ»Y�·Y�|À¯�®¼¯����

µ�fÀ¯�ZÅÉ�����{�Ã|/���z/�»��{�Y|¿Zf/�YISO/IEC 27002���/fÆ]�Y�Ë�»Y|/«Y�¾cZ�����{�µZ/¼�Y�¶/]Z«���f/�Ì]
½Z»�Z��Ê»�{Y|¼¸«�ZÅ��|ÀÀ¯Á�¿Z�M�Ä]Ê�½Z»�Z��Z]��Ã�Y|/¿Y�ÉY�Y{�ÉZÅ���Z/ÅÁ�aÌr�/Ì³|Ê��Z/ÅÉ��À»�¦/¸fz»���ª/^

»Ê��Â|¿��Z�ËZÅ{�Y|¿Zf�Y��É�¿ZyÂ�Ã{YISMS,�Z¼ÀÅY�ÊË��»��{Â�[Zzf¿Y�{�Á�]�Ä¯³�ZÌ�É�µ�fÀ¯�ZÅÉ�À»Y�/Ì�d
Y�cZ�Ô��{�Y|¿Zf�YISO/IEC 27002�Y�]É�|»�Ä¿Z»Z�Ë�Ë�d��{�Y|¿Zf�YISO/IEC27001��»�ºÅY�§Ê�|ÀÀ¯���
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�Â¶»Y�É{ZË��a��{ÌÃ{Z�Z�É�»Â�ª§ISMS�»Â��i���Ã�ZmY�½Z»�Z��Ä]�Ze�|Àf�ÅÌ��\/�¯�¥Y|ÅY�Ä]�½|Á���Z/¯
yÂ|Å|]�Y��{��¼¿ÂÄ¿��ÊËZÅ�¾ËY�ºÆ»�Â»�¶»YÂ�Y�|Àe�Z^��dÌ¬§���

                                                 
1 - Validation  
2 - Verification 
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¦·Y��y��À»Y�Ê�»ÌY�d��,¥Y|ÅY�,cZ�ÔÁ�·Z §Ìd�ZÅÉ�Â�¼Å�-¥Y|ÅY�Z]��
[���Á�{�°ËÁ�q�ZqÂ]Ê�Y�]É��uY�Êa�,Ì�Z��Ã{ZÉ�,É�Y|Æ´¿�,�ËZa�,Á�^Æ]ÂÀ»Y�{�/ÌY�d�����Z/]��Z/�¼Å�cZ/�Ô
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_���Ê¿Z^Ìf�aÁ�Æ�»�É|À^ËZaÂ»Z¼e��Y�{Ê��Â�|»�sË�Ë�y�Ä]�dÂ|»��Ë�Ë�dÊ·Z�-��
c���­�{Y�Y{�d�Z¨u�cZ»Y�·YÊË�Y�eZ�ÔÊ���Y�Ä¯��ªË�Ä]�³�Z¯Ì�É�|»Ë�ËZz»�d�À»Y�Ã�ÌY�d��cZ/�Ô��Ä/]�
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g��Ä»Z¿�]�»�ÉÂ��iÃZ³M�,É�Z�����Â»MÄ§�u�ÉZÅ�ÉY�Ê¸Ì�ve�Á��À»�Ä]ÂZ¬e�Y��É������½Z/À¯�Z¯�ÊÅZ/³M�tÁ�
��ËZ�¥���ÅÉZ�^e�»��Á��eÂ�dËZ���Ä]�ZÆ¿M�ªË��y��{�k�|À»�cZ»Y�·Y�Ê/�»�����d/ÌÀ»Y��ÉZÅ{�Y|¿Zf/�Y�Á�Z/Å

cZ�Ô�Y�-��
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Ä¿Z»Z��É�|»Ë�ËÀ»Y�dÌY�d��cZ�Ô(ISMS),��µZ¼fuY�Ê]ZÌf�{��Ä]�½Z»�Z�Â¸�Y�¶»YÊ�»Â�/»�dÌ¬§Â���Z/Ì¿�{�
Y�Y{�d�Z¨u�ÉY�]ÊË�ZÅÉ�Y�eZ�ÔÊ��Y��Ä]Â���¼f�»��Y�§YË»��Ê�|Å{���

�����Y�»ËZÉ�{�Y|¿Zf�Y�ZÅÉ�¿ZyÂ�Ã{YISMS�� �
Y�»ËZÉ�aÌÃ{Z��Z�É�ISMS�Zz»��ÅZ¯��Y�Ê�Z¿�0Ze|¼��À»Y�cY�ÌY�d��cZ�Ô��µZ¼fuY��ÅZ¯�|À¿Z»Á
Ë�Z���/iY
YË�{Zne�Ã|�Â���{Y|y�À»Y�ÉZÅÌY�d�cZ�Ô��d�Y��Y�»ËZÉ����Ë~aZÅ{�Y|¿Zf�YÉ�¿ZyÂ�Ã{YISMS��Ä]�Â/���

�Zy��Y�|Àe�Z^����
¦·Y��M�§��Y�Ê¿Z^Ìf�aË�z�»�|À�a�,É�Z�ÌÃ{Z��Z�ÉÃ�Æ]�,��É�Y{�]Á�É�Y|Æ´¿�®Ë�ISMS�°Ë�Äq�ZbÁ��¬»Á�½

Ä§���Ä]���»Zm�ÉÁ�º�À»�¯Ä�Ã�Æ]��{�Y��½Z»�Z��ÉZÅ�ZÌ¿�É�Y{�]��ZÅÁ�ZmËÃZ´�ZÅÉ�M�]�¦¸fz»Á»�Ã{�Ê�-|À¯��
[����É|À]�ZfyZ���{�dË�Ë|»�Ä]�®¼¯Á{�°Ë�Y�dÌÀ»Y�dË�Ë|»�ÉZÅ�¼Å��f�]��{�cZ�Ô�/°�ZÉ���dË�Ë|/»Á�

�Y|»Z»�É�Zz»�Ã�,��¶»Z�»M�Z¯Â�É�Á�»MÂ����Ä¿Z»Z��½Z^uZ�Á��\�¯�Á��dË�Ë|»��Z�Y��]��Z¯�½Ô¯��´¿��
Y�dÌÀ»Y��-cZ�Ô��

_���eÁÀ»Y�cZ»Y|«Y�lËÌY�d�»�cZ�Ô�¸Â�[Á�Äf§�Ë~a�Ã|����Z]�,Ê¿ZÆm�ÉÁ£��Ì�f/�{��Â�É�Á���¶/¼��É{Y�M
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1 - Holistic  
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��ZÅ{�Y|¿Zf�YÉ�¿ZyÂ�Ã{YISMS 

����Y��cZ�ÔÊ¸¯��
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�·YY�cZ»{ZÆ¿��ÊÅYÂ³��Á|����{�Y|¿Zf�YISO/IEC27006��Ê»��Y{�a¿�ÊÅYÂ/³��Á|���mY�»�Ä¯�|,����Z/]�©Z/^�¿Y

�{�Y|¿Zf�YISO/IEC 27001��Ê»�ÊÅYÂ³�Y��|ÀÀ¯���
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��cZ/»Y�·Y�Á�ZÅ|ÀËM�§�¶¯�{�Â»��{�Ê¸Ì�¨e�ÊËZ¼ÀÅY��ZË

PDCA���{�Ã|���z�»�{�Y|¿Zf�YISO/IEC 27001 �|À]�ª^������������,d/�Y�Ã|/��Ä/WY�Y���Y�|/Àe�Z^���
ISO/IEC 27000��|À]�ª^��������,�Y|¿Zf�Y�{ISO/IEC 27002���|À]�ª^���������,ISO/IEC 27003�

�|À]�ª^��������,�{�Y|¿Zf�YISO/IEC 27004��|À]�ª^��������,��{�Y|¿Zf/�YISO/IEC 27005�����ª/^�
|À]��������ÁISO/IEC 27007��|À]�ª^����������
��{�{�Y|¿Zf�YISO/IEC 27006���|À]�ª^��������Ä/»ZÀÌÅYÂ³�Ã|ÀÀÌ]�­�Y|e��mY�»�cZ»Y�·Y�,���ÉZ/ÅISMS�
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¦·Y��¦Ì�Âe�ÉZÅ{�Y|¿Zf�Y��½Z³�YÁ�Á�Ê¸¯��Á�»�Ã|ÀÀ¯�|À]�ª^�����-��
[��{�Y|¿Zf�Y��z�»�ÉZÅ��cZ»Y�·Y�Ã|ÀÀ¯�|À]�ª^�����-��
_��¦Ì�Âe�ÉZÅ{�Y|¿Zf�Y��Ê¸¯�ÉZÅZ¼ÀÅY��Ã|ÀÀ¯�|À]�ª^�����ZË�-��

                                                 
1 - Accredited Certification Body 
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¶°������Á]Y��ZÅ{�Y|¿Zf�YÉ�¿ZyÂ�Ã{YISMS� �

����ZÅ{�Y|¿Zf�YÉ�eÂ�Ì¦�Ã|ÀÀ¯��»Á�Ê¸¯��Á�Á½Z³�Y� �

������ISO/IEC 27000����Zu�|À����
ZÀ§Á�É�Y�cZ�Ô��À§ÂÀ»Y�½ÌfÊ��Ä¿Z»Z��ZÅÉ�|»Ë�ËÀ»Y�dÌY�d�cZ�Ô���»Á�Ê¸¯��Á�Á�Y�½Z³��

{�]�Z¯�ÄÀ»Y{��YË»�Ê¸»�{�Y|¿Zf�Y�¾Â��{�YËY�]�Y���É�½Z»�Z���ZÅÁ�»�ºÅY�§�{Y�§YÊ�{�Z����
¦·Y���»ÁZÅ{�Y|¿Zf�Y��]�Ê¸¯��É�¿ZyÂ�Ã{YISMS- 

[��Ä»|¬»���]�ÉYÄ¿Z»Z��ZÅÉ�|»Ë�Ë�dÀ»YÌY�d��cZ�Ô�ISMS�-��
_��eÂ�¦Ì�M�§���fz»Ë�|À�s���Y�mY��Ê���]���¹Y|«Y�PDCA��-Á��
c���Y��cZuÔÁ��Z eË�¦»Â�Ã{Z¨f�Y�{�ZÅ{�Y|¿Zf�Y��{É�¿ZyÂ�Ã{YISMS���
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ÏÎ 

��

¥|Å���ISO/IEC 27000�Ä¿Z»Z��Ê¿Z^»�ZÅÉ�|»Ë�ËÀ»Y�dÌY�d�»�Ä¯�cZ�ÔÂ�/�Â�ZÅ{�Y|¿Zf/�Y��É��¿Z/yÂÃ{Y 

ISMS�Ê»�¶°��Y���|Å{eÂ�Ì¦��Y�^e�»�cZuÔ���Y�� eË�¦Ê»�|À¯���

����ZÅ{�Y|¿Zf�YÉ�cZ»Y�·Y�Ã|ÀÀ¯��z�»��

���������ISO/IEC 27001���� �
ZÀ§Á�É�Y�cZ�Ô��À§ÂÀ»Y�½ÌfÊ�Ä¿Z»Z��ZÅÉ�|»Ë�ËÀ»Y�dÌY�d�cZ�Ô�cZ»Y�·Y��

{�]�Z¯�ÄÀ»Y{��YËa�,É�Y�«�]�cZ»Y�·Y�Ê¸»�{�Y|¿Zf�Y�¾ÌÃ{Z��Z�ÉÃ�Æ]�,����,�ËZ/a�,É�Y{�/]��´¿�Z/]É��É�Y|/Æ´¿�,Á�
^Æ]ÂÄ¿Z»Z��{�ZÅÉ�Ê¼����|»Ë�ËÀ»Y�dÌY�d��cZ�Ô�ISMS����¿�{�Z]�¾f§�³ÉYÂfv»�Zz»�cY��¸¯�Ê��\/�¯
Á���Z¯½Z»�Z��Y����z�»Ê»�|À¯��a�cZ»Y�·Y�¾ÌÀr¼Å�{�Y|¿Zf�Y�¾ËYÌÃ{Z��Z�É�µ�fÀ¯��Z/ÅÉ�À»YÌ�/fÊ�e�/�ª]Z��

�Ã|��Ã{Y{¿�Z]Ì�Z��ZÅÉ�½Z»�Z��ZÅ¦¸fz»�É�Ë�z]�Z�ZÅ�ÉÁ½M�Ä]�Äf�]Y,��d/�Y�Ã|���z�»��Y�/Ë��{�Y|¿Zf/�Y�¾
»Z¼e�,Ê¸»Ê�¿YÂ½Z»�Z���Y��ZÅ�ÃZ´À]�|À¿Z»��Zne�ÉZÅÉ»�,Â�{�cZ/��Á�/f·Ê�½Z»�Z/��,��Z/ÅÉ�£Ì��Z/¨f¿Y�Ê����{�Y�

Ê»�]�{�Ì³����
¥|Å���{�Y|¿Zf�YISO/IEC 27001���É�Z^mY�cZ»Y�·Y����Â/�À»�Ä/]eÂ��Ä /�Á��Ã�/Æ]��É�Y{�/]��Y�ISMS��Y���Ä/WY�Y

»Ê�¯�|À¯¼n»�¶»Z��ÄÂµ�fÀ¯�Ä��ZÅËY�]�ÊÉ���ZÆ»Á���ÅZ¯Zz»�^e�»�cY���ÊËY�Y{�Z]��Z/ÅÉ�Y��eZ/�ÔÊ���Ä/¯
½Z»�Z����®¼¯�Z]ISMS�d�Z¨u�Ê»�|À¯��½Z»�Z���Ã�/Æ]�ÉZÅ����Y{�/]ISMS���À»�d/�Y�¾/°¼»���ª/^�Z/]��/yÂ{,�

¼»Ì�É�Á�³ÂÅYÊ�|ÀÀ¯��·�fÀ¯�¥Y|ÅYÊ�Á�µ�fÀ¯�ZÅÉ�d�ÂÌa��¦·Y���{�Y|¿Zf/�YISO/IEC 27001���Z]�/Ë��Ä/]�|
À�Âf¼�«�½YÊ�Y��YËM�§�¾Ë�|ÀISMS���[Zzf¿YÂ��Ä/]�Y��Ã|/��ÊËZ�ZÀ��cZ»Y�·Y�Ze�|¿���Â/��a�\/�ZÀ»��Â���/�

|ÀÅ{��·�fÀ¯�¥Y|ÅYÊ�Á�µ�fÀ¯�ZÅÉ�|m��{�Ã|��d��Æ§Á¦·Y�µ�����{�Y|¿Zf�YISO/IEC 27001��Ä]���Â/���
¬f�»ÌZÅ|À]��Y�ºÉ����Ze����{�Y|¿Zf�YISO/IEC 27002�Ã|��kY�zf�Y���d�YÁ�½M��]�Ã|���Y�e�d�Y�ZÅ���

���������ISO/IEC 27006��� 

ZÀ§Á�É�Y�cZ�Ô��À§ÂÀ»Y�½ÌfÊ�±�ÄWY�Y�ÉZÅ{ZÆ¿�cZ»Y�·Y��É�Ì¼»�cZ»|y�Ã|ÀÅ{Á�|�Á³��ÂÊÅY�Ä¿Z»Z��ZÅÉ�
|»Ë�ËÀ»Y�dÌY�d�cZ�Ô���

�ÄÀ»Y{¯{�]�Z��YËÔ��Ê¸»�{�Y|¿Zf�Y�¾Á��»�cZ/»Y�·Y��/]�ÃÂ�/mÂ��{�{ISO/IEC 17021�eZ/»Y�·Y�,Ê����z/�»�Y�
¼¿Â�Ã{Á��ÉY�]�ÊËZ¼ÀÅY���mY�»ÄWY�Y�Ã|ÀÀ¯�¼»�ÉÌ�É�Á�³ÂÅYÊ�ISMS���ª^�{�Y|¿Zf�YISO\IEC 27001���Y�

Ê»�ºÅY�§�|À¯��{�Y|¿Zf�Y�¾ËY�¶�Y��{��ÉY�]��Y�Ê¿Z^Ìf�a³�ÉZÅ{ZÆ¿�dÌuÔ��|ÌËZeÂÊÅY�Ã|ÀÀ¯���Ä/¯�d�Y�ÉY
³ÂÅYÊ�ISMS��Y���ª^�{�Y|¿Zf�YISO/IEC 27001��ÄWY�Y�Ê»�À¯À|���

                                                 
Î ƾƬƬưƫř�Ʋǀŝ�ŵŹřŶƳŚŤſř�Śŝ�ƩŵŚƘƯ ISO/IEC 27001��ƵŹŚưƃ�Ʊřźâř�İƬƯ�ŵŹřŶƳŚŤſřçìååæ��ƩŚſæèíì�ŵŹřŵ�ŵƺūƹ���
Ï ƾƬƬưƫř�Ʋǀŝ�ŵŹřŶƳŚŤſř�Śŝ�ƩŵŚƘƯ ISO/IEC 27006��ƵŹŚưƃ�Ʊřźâř�İƬƯ�ŵŹřŶƳŚŤſřçìååë��ƩŚſæèíì�ŵŹřŵ�ŵƺūƹ��



ÏÏ 

��

¥|Å���Ã�Z¼��½Y�ËY�Ê¸»�{�Y|¿Zf�Y�������º¼f» ISO/IEC 17021�Z]�Ä¯�d�Y½Z»�Z���Z^f�Y��Z/ÅÉ��|/�Á��
³ÂÅYÊ��Ê»�ºÅY�§�Y��cZ»Y�·Y�{�Z���Y�]ZÀ]ËY�Ä]�¾Ë½Z»�Z��¾�Ê»�Ã�ZmY�ZÅ�³�Ze�|Å{Â�ÊÅY¿Y��©Z^cZ»Y�·Y��¼f�» 

�Ã�Z¼��½Y�ËY�Ê¸»�{�Y|¿Zf�Y������Y�ÄWY�Y�|ÀÅ{�  

����ZÅ{�Y|¿Zf�YÉ�eÂ�ÌZ¼ÀÅY��Ã|ÀÀ¯�¦É��»ÁÊ¸¯����

��������ISO/IEC 27002��� �
ZÀ§Á�É�Y�cZ�Ô��À§ÂÀ»Y�½ÌfÊ���Z¯�¾ÌËM�|»Ë�ËÀ»Y�dÌY�d�cZ�Ô��

�{�]�Z¯�ÄÀ»Y{��YË·�fÀ¯�¥Y|ÅY��Y�Êf��Æ§�,Ê¸»�{�Y|¿Zf�Y�¾Ê�~aËÄf§���Ã|�¼ »Â�µÁ�µ�fÀ¯��e�]�ÉZÅ��dÆm
Ä]�Ã{Z¨f�Y��À�ÂZ¼ÀÅY��½YÉ�aÌÃ{Z��Z�É��[Zzf¿Y�½Z»���{Á�aÌÃ{Z��Z�É�µ�fÀ¯���Y�/]�Z/ÅÉ��/��Ì�À»Y�Ä/]�½|�/Ì�d

Y��cZ�ÔÊ»�ÄWY�Y�Y��|Å{� 

¥|Å���Ã�Z¼��½Y�ËY�Ê¸»�{�Y|¿Zf�Y������Z¼ÀÅY�Ë�]�Ê�aÌÃ{Z��Z�É��µ�/fÀ¯��Z/ÅÉ�À»Y�/ÌY�d����ºÅY�/§�cZ/�Ô
»Ê�MÁ{���Ä]��yÂe��Â�ÌÄ�a��fz»�ÉZÅÌÃ{Z��Z�É���ÉZÅ|/À]��{����Z/e���Á��Z/¼ÀÅY�ÊË������/fÆ]�Ä/]��/mY�Ë�¾

µ�fÀ¯��Y�Ê¿Z^Ìf�a�ZÅÉ��z�»�ZÅ|À]��{�Ã|�É�¦·Y���Y�Ze¦·�����Ã�Z¼��½Y�ËY�Ê¸»�{�Y|¿Zf�Y�������Y�
ÄWY�Y�Ê»�|Å{���

�������ISO/IEC 27003��� �
ZÀ§Á�É�Y�cZ�Ô��À§ÂÀ»Y�½ÌfÊ��Z¼ÀÅY�É�aÌÃ{Z��Z�É�|»�Ä¿Z»Z�Ë�ËÀ»Y�dÌY�d�cZ�Ô��

�ÄÀ»Y{¯{�]�Z��YËZ¼ÀÅY��,Ê¸»�{�Y|¿Zf�Y�¾É�aÌÃ{Z��Z�É���d/�Y�Ê¸¼�Á�Y����É�f/�Ì]�cZ/�Ô�ÉY�/]���,É�Y�/«�]
aÌÃ{Z��Z�ÉÃ�Æ]�,��,�ËZa�,É�Y{�]É�´¿�Z]�É�Y|Æ´¿�,Á�^Æ]Â�{ISMS���Z�Y�]�����Ã�Z¼/��½Y�/ËY�Ê/¸»�{�Y|¿Zf/�Y

�������Y�ÄWY�Y�Ê»�|Å{���
¥|Å���Ã�Z¼��½Y�ËY�Ê¸»�{�Y|¿Zf�Y�������Á�M�§�{�/°ËË��a�Ä/]�Y�³|/À�/ÌÃ{Z���Z/�É�»Â��ª/§ISMS�����Z/�Y��/]

�Ã�Z¼��½Y�ËY�Ê¸»�{�Y|¿Zf�Y������ÄWY�Y�yÂ{�¯�|ÅY���
��
��
��

                                                 
Î ƾƬƬưƫř�Ʋǀŝ�ŵŹřŶƳŚŤſř�Śŝ�ƩŵŚƘƯ ISO/IEC 27002��ƵŹŚưƃ�Ʊřźâř�İƬƯ�ŵŹřŶƳŚŤſřçìååç��ƩŚſæèíì�ŵŹřŵ�ŵƺūƹ��
Ï ƾƬƬưƫř�Ʋǀŝ�ŵŹřŶƳŚŤſř�Śŝ�ƩŵŚƘƯ ISO/IEC 27003 �ƵŹŚưƃ�Ʊřźâř�İƬƯ�ŵŹřŶƳŚŤſřçìååè��ƩŚſæèíî�ŵŹřŵ�ŵƺūƹ��



ÏÐ 

��

�������ISO/IEC 27004��� �
ZÀ§Á�É�Y�cZ�Ô��À§ÂÀ»Y�½ÌfÊ��|»Ë�ËÀ»Y�dÌY�d�cZ�Ô����nÀ���

{�]�Z¯�ÄÀ»Y{��Z¼ÀÅY��,Ê¸»�{�Y|¿Zf�YËÊ��ZÅÁ�eÂ�ÌÄ�ZÅË|e�Ä]��mY��ÊÁ�¾ËÁ���nÀ��É�Ì³�Z¯�Ä]��/�À»�Ä/]Â��
Ê]ZÌ���Y��z]�iYÊ�ISMS·�fÀ¯�¥Y|ÅY�,Ê�Á�µ�fÀ¯�ZÅÉ�a��{�Ã|��Ã{Z¨f�YÌ��Z/��Ã{ZÉ�Á��|/»Ë�ËÀ»Y�d�/Ìd�

Y��cZ�Ô¿Z¼ÅÂ���{�Ä¯���Ã�Z¼��½Y�ËY�Ê¸»�{�Y|¿Zf�Y��������z�»|�Ã�y�ÄWY�Y�Y�Â{�¯�|ÅY���
¥|Å���Ã�Z¼��½Y�ËY�Ê¸»�{�Y|¿Zf�Y������q�Z/qÂ����nÀ/��ÉY�/]�Ê]��Ä/WY�Y�Ã{�/¯�����nÀ/��Ä/¯�Ê]ZÌ/���Y�
�z]�iYÊ�ISMS���Z�Y�]�Ã�Z¼��½Y�ËY�Ê¸»�{�Y|¿Zf�Y���������Ì»�Y�yÂ{�¯�|ÅY���

���������ISO/IEC 27005���� �
ZÀ§Á�É�Y�cZ�Ô��À§ÂÀ»Y�½ÌfÊ��|»Ë�ËZz»�d��cY�À»YÌY�d�cZ�Ô��

{�]�Z¯�ÄÀ»Y{��YËY�]�ÊËZÅZ¼ÀÅY��,Ê¸»�{�Y|¿Zf�Y�¾É��|/»Ë�Ë�Z/z»�d��cY�À»Y�/ÌY�d���cZ/�Ô�Ä/WY�Y��/»Ê�¯�|/À��
�Á�{�°Ë¦Ì�Âe��Y��{�Ã|�ËÅZ¨»�,Ê¸»�{�Y|¿Zf�Y�¾Ì��z/�»�Ê¸¯�º���{�Ã|/�������Ã�Z¼/��½Y�/ËY�Ê/¸»�{�Y|¿Zf/�Y

������Y�f�aÌ¿Z^Ê�»Ê�¯|À���
¥|Å���Ã�Z¼��½Y�ËY�Ê¸»�{�Y|¿Zf�Y������Z¼ÀÅY�Ë�]�Ê�aÌ�Z��Ã{ZÉ��Á|»�{�°ËË�Ë�Z/z»�d��cY��Y�³|/ÀËM�§��

�®¼¯�ÉY�]a�Ä]ÌÃ{Z��Z�É�Z��Ëd��z]�Á��cZ»Y�·Y�ª¬ve�Ã�Z¼��½Y�ËY�Ê¸»�{�Y|¿Zf�Y������|»�ÉY�]Ë�Ë�d
Zz»�À»Y�Ã�ÌY�d�cZ�Ô�Y��Ê»�ÄWY�Y�|Å{���

������ISO/IEC 27007� �
cZ�Ô�Y�É�ÁZÀ§��ÊfÌÀ»Y�½ÂÀ§��Z¼ÀÅY�É�Ä¿Z»Z��É�Ì¼»�cZ�Ô�Y�dÌÀ»Y�dË�Ë|»�ÉZÅ��

{�]�Z¯�ÄÀ»Y{����{�Ã|��ÄWY�Y�ÊËZ¼ÀÅY���]�½Á�§Y�,Ê¸»�{�Y|¿Zf�Y�¾ËY�����Ã�Z¼/��½Y�/ËY�Ê/¸»�{�Y|¿Zf/�Y������
�Ä¯�d�Y�Ê¸¯��Â��Ä]Ä¿Z»Z���{�ÊfË�Ë|»�ÉZÅ��Ë~a{�]�Z¯�d�Y�,ËZ¼ÀÅY��]�Y��Ê�¼»�¹Zn¿Y�É�ÌISMS��Á���/Ì¿

��]�ÊËZ¼ÀÅY��cZ�Ô�Y�dÌÀ»Y�dË�Ë|»�Ä¿Z»Z��½Y�Ì¼»�dÌuÔ�{Y{�|ÅYÂy�ÄWY�Y����
¥|Å��ISO/IEC 27007�ËZ¼ÀÅY�ÉY�]�Ê�½Z»�Z��ËZÅ¹Zn¿Y�Ä]��ZÌ¿�Ä¯�Ê�����Êm�Z/y�Z/Ë�Ê/¸yY{�É�Ì¼»ISMS�

�É�Ì¼»�Ä»Z¿�]�ZË�|¿�Y{ISMS��Y���{�Ã|���z�»�cZ»Y�·Y��]Y�]��{����¼/��½Y�/ËY�Ê/¸»�{�Y|¿Zf/�Y�Ã�Z������
Ê»�dË�Ë|»{�¯�|ÅYÂy�ºÅY�§�,|ÀÀ¯���

                                                 
Î ƾƬƬưƫř�Ʋǀŝ�ŵŹřŶƳŚŤſř�Śŝ�ƩŵŚƘƯ ISO/IEC 27004 �ƵŹŚưƃ�Ʊřźâř�İƬƯ�ŵŹřŶƳŚŤſřæéåîë�ƩŚſæèíî�ŵŹřŵ�ŵƺūƹ��
Ï ƾƬƬưƫř�Ʋǀŝ�ŵŹřŶƳŚŤſř�Śŝ�ƩŵŚƘƯ ISO/IEC 27005 �ƵŹŚưƃ�Ʊřźâř�İƬƯ�ŵŹřŶƳŚŤſřçìååê��ƩŚſæèíí�ŵŹřŵ�ŵƺūƹ��



ÏÑ 

��

����Z¼ÀÅY��Ã|ÀÀ¯�¦Ì�Âe�ÉZÅ{�Y|¿Zf�Y��z]�ÉZÅ��Zy���

���������ISO/IEC 27011��� �
cZ�Ô�Y�É�ÁZÀ§��ÊfÌÀ»Y�½ÂÀ§��½Z»�Z��ÉY�]�cZ�Ô�Y�dÌÀ»Y�dË�Ë|»�ÉZÅZ¼ÀÅY���ÊeY�]Zz»�ÉZÅ��Ä/ËZa��/]�

�Ã�Z¼��½Y�ËY�Ê¸»�{�Y|¿Zf�Y�������
{�]�Z¯�ÄÀ»Y{��ÉZÅZ¼ÀÅY��,Ê¸»�{�Y|¿Zf�Y�¾ËY�Ê¿Z^Ìf�a���Ã|/ÀÀ¯�Ã{Z/Ìa��Y������cZ/�Ô�Y�d/ÌÀ»Y�dË�Ë|/»�É�Z/�

�ISM��½Z»�Z���{�ÊeY�]Zz»�ÉZÅ�Y��ÄWY�Y�Ê»�|À¯���
¥|Å���Ã�Z¼��½Y�ËY�Ê¸»�{�Y|¿Zf�Y�����,�½Z»�Z��ÉY�]���Ä/]��/�vÀ»�ÉZÅZ¼ÀÅY����Ë~a�Z]�,ÊeY�]Zz»�ÉZÅ
�{�§�Ã�Z¼��½Y�ËY�Ê¸»�{�Y|¿Zf�Y��������{d À���z]�½M�ZÅ���Ä/]�d^�¿�Ã|��ÄWY�Y�ÉZ¼ÀÅY���]�½Á�§Y�Ä¯
ª¬ve��¦·Y�d�ÂÌa�cZ»Y�·Y�Ã�Z¼��½Y�ËY�Ê¸»�{�Y|¿Zf�Y������Ê»�ÄWY�Y�Y��d�Y|À¯��� 

���������ISO 27799��� �
�®ÌeZ»�Â¨¿Yd»Ô���|»��Y�Ã{Z¨f�Y�Z]�d»Ô���{�cZ�Ô�Y�dÌÀ»Y�dË�Ë�Ã�Z¼��½Y�ËY�Ê¸»�{�Y|¿Zf�Y����� 

�ÄÀ»Y{{�]�Z¯��ÉZÅZ¼ÀÅY��,Ê¸»�{�Y|¿Zf�Y�¾ËY��Ã|ÀÀ¯�Ê¿Z^Ìf�a���Y�Ã{Z/Ìa��É�Z/�����cZ/�Ô�Y�d/ÌÀ»Y�dË�Ë|/»
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ÌaÂ¦·Y�d�  
�Y��ÔÊeZ�� �

cY��¬»�½ZÌ]��{�µZ §Y�{�]�Z¯� �
��

�¹Y|¯��ÅZÅ{�Y|¿Zf�Y�cY|Àf�»��YÉ�¿ZyÂ�Ã{YISMS�y�Ä]Ây�É{ÂY�]�É|Æ e�{É�¼¿�{ZnËY�Ê�¯Ê�|À¯����Z/»Y
ÀqÌY�]�É|Æ e�¾É��µZj»�d�Y�¾°¼»eÂ����cY��¬»Ë�/��{ZnËY�É{Y{�Y�«�ZÂ{�����f]��]�Z/¯�Ä/¯�½M�ÉY�/]Â��|/¿Y
Z�{YÉ�¿Y�Y��É|À��Z]�©Z^����|/À¯�ÊËZ/�ZÀ��Y��cZ/»Y�·Y�|ËZ]�,|�Z]�Äf�Y{���/Àr¼ÅÌ�/»��{�¾Â��É{Y�M�Ä/¯�É{�Y

�[Zzf¿YÁmÂZ]��]�Z¯�,{�Y{�{Ëf]�|ÂY�|¿YËZ���Y�Y��cZ»Y�·Y�¾Ëe��Â�ÌÄ�z�e�ZÅÌ|Å{�����
|mÁ�µ��Ë�´qÂ¿Ê´��sÔ��Y��Ì�¨eÊ·Z §Y�{�]�Z¯�Ê»�Ä¯���|/¿YÂe��cZ/»Y�·YÁ
�e�Z/ËÂ�ÄÌ/����Z/Å��cY|Àf/�»�ÉY�/]�

�Y|¿Zf�Y{Ã{YÂ¿Zy�ÉZÅ�É� ISMS�Z]�Y��|Ê»�tË��e�|À¯���
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Ä¿Z�¿��s����
cZ»Y�·Ya���cZuÔ��Y�|ËZ]b���Á�|ËZ^¿c��Ê»�µZ^¿{�c|��Ä]�Ä¯�{�Y{�ÊeZ»Y�·Y��]�d·Ó{���Z/e�|¿Â�

d�Ì¿��Zn»�½M��Y�¥Y�v¿Y�Á�|�Z]�|À��Z]�ª]Z�»���
eÂ�ÌÄ�d���cZuÔ��Y�Ê»�ÄÌ�Âe�{Â�e���Á�Ê¼¿�ÄÌ�Âe�{Â�f�����d/�Y�¾/ËY�Ã|/ÀÅ{�½Z�¿����Y�Ä/¯

�¾Ë|Àq�½ZÌ»¶¼fv»�{�Â»®Ë�,��{�Â/»����d/�Y�\/�ZÀ»�,Z/�Â�y���Ä/¯�½M�½Á|/]�,���Ä/]
ÄÀË�³���´Ë{�ÉZÅÃ�Z�Y��ZË½M�ÊÀjf�»�Y��ZÅ�|À¯�¾ËY�ZË��Ä¯��¶¼�ÊÀÌ »��{Â��Ã{Y{�É�e�]�
�Ê·Á�Ä¿Ê»Y�·Y�0Z»Á�·�Ã{Â]��Ä¯�ZË�½M�Ê¨À»�¶°��Ä]���������ÌqZ/¿�Ê/ÀÌ »�¶/¼��Z/Ë�µZ/¼fuY

Äf�Z´¿Y�{Â�¿��À»�Ê·Á�{Â����
Ã�ZmYg���sÔ��Y�d�Y��Zn»h���Á�d�Ì¿�É�ZÌ¿i��Ê»�½Z�¿�|Å{��Ä/¯�����Ã{Á|/v»��{�¶/¼��®/Ë

d�Y��Zn»�|À����
»Y°½Zj���sÔ��Y�Ê»�½YÂek���Á�Ê¼¿�½YÂel��Ã|ÀÅ{�½Z�¿�É�Ìq��Â«Á�µZ¼fuY�d�Y���

a Requirement 
b Shall 
c Shallnot 
d Recommendation 
e Should 
f Shouldnot 
g Premission 
h May 
i Neednot 
j Possibility 
k Can 
l Cannot 
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ÌaÂ[�d���
�Y��ÔÊeZ�� �

�Y�Äf�{�cZuÔ�|À]É�Ã|���
[����Y�]�»�cZuÔ�Â�À»Y�Ä]ÌY�d�cZ�Ô�� 
����x�Za�³ÂÊË��accountability 
����Å��Y�uYÂdË��authentication 
����dv���authenticity 
������f�{�É�Ë~a��availability 
����´¿Z»�v»Ê��confidentiality 
�����À»YÌY�d�cZ�Ô��information security 
�����Ê´q�Zb°Ë��integrity 
������Z°¿Y�~aZ¿Ë�É��non-repudiation 
�����¸]Z«ÌY�d�¼Ì½ZÀ��reliability 
[���]�»�cY�Z^��Â�|»�Ä]Ë�Ëd�� 
����Y|eÁ�\�¯�¹Á�Z¯��business continuity 
�����ÊuÔ�Y�¹Y|«Y��corrective action 
�����Ê�z]�iY��effectiveness 
�����¯Y�ZÊË��efficiency 

�����Z¼ÀÅY���guideline 
�����|»�Ä¿Z»Z�Ë�ËÀ»Y�dÌY�d��cZ�Ô�ISMS���information security management system 

(ISMS) 
�����|»�Ä¿Z»Z�Ë�Ëd��management system 
�����y��Ê�»��policy 
�����¹Y|«Y�aÌ´�ÌÄ¿Y���preventive action 
�����M�§Ë|À��process 
[���]�»�cY�Z^��Â�Zz»�Ä]�À»Y�Ã�ÌY�d�cZ�Ô�� 
������f�{�µ�fÀ¯Ê��access control 
����ÊËY�Y{��asset 
����Ä¸¼u��attack 
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�����µ�fÀ¯��control 
�����·�fÀ¯�¥|ÅÊ��control objective 
������Á{Y|Ë��event 
������iY��impact 
�����Y�ÊËY�Y{�eZ�ÔÊ��information asset 
������ÁÀ»Y�{Y|ËÌY�d�cZ�Ô��information security event 
�����{Y|y��À»YÌY�d�cZ�Ô��information security incident 
�����|»Ë�Ë�d{Y|y��À»YÌY�d�cZ�Ô��information security incident management 
�����Zz»�À»Y�Ã�ÌY�d�cZ�Ô��information security risk 
�����Zz»��Ã���risk 
�����~aËZz»�����Ã���risk acceptance 
�����¸veÌZz»�¶��Ã���risk analysis 
�����Ê]ZÌ���Y�Zz»��Ã���risk assessment 
�����Y�¿Z����ÔÊ�Zz»��Ã���risk communication 
����� »ÌZz»�ÉZÅ�Z��Ã���risk criteria 
�����M�]Á�{�Zz»��Ã���risk estimation 
�����Ê]ZË��Y�Zz»��Ã���risk evaluation 
�����|»Ë�ËZz»�d��Ã���risk management 
�������]��Z��¥�É�Zz»��Ã���risk treatment 
�����|ÆeË|��threat 
������MÌ~a�\Ë�É��vulnerability 
[���]�»�cY�Z^��Â�Àf�»�Ä]|�Z�É�� 
������ÁÊËY�mY����procedure 

�����Ä¬]Z���record 

�����]�Z¯�ÄÌ¿ZÌ]d��~aË�É��statement of applicability 
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